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Abstract:

Early in J.J. Abrams film Star Trek Into Darkness (Paramount 2013), Captain Kirk is faced with
a moral dilemma. Should he follow his orders and fire a missile into enemy territory from afar to
kill a known terrorist, or should he risk sending his men into foreign territory to try to capture
him? This choice is no accident. It is an allegory about the morality of the drone war, and the
dilemmas it poses are those we face today. As in Star Trek, we have this amazing technology that
can apparently be employed with little risk to our own forces, but its improper use poses an
enormous risk to our way of life. How can we be certain we have identified an appropriate target?
Is it enough to simply trust high government officials? What is the right way to use such weapons?
In what follows, we will consider how ethics and the just war tradition illuminate these questions
in a way that clearly shows what is missing in the American administration’s approach to the use

of drones.

Keywords: Drones, Ethics, Morality, Warfare, Technology

Introduction

The use of drones is a natural evolution in the science of war. On the tactical level, militaries often
seek to damage their opponent’s forces while presenting the least amount of risk to their own
soldiers. Armed drones seem to present a means of engaging in low risk tactical engagements.
Early examples of the attempted use of drones occurred in WWII during Operation Aphrodite
where B-17 “Flying Fortress” bombers were outfitted with radio control systems flown towards

harden Nazi targets while being controlled by pilots in an escorting
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“mothership.”[i] Unfortunately, the technology wasn’t sufficiently advanced at the time to achieve
any hits on target. Through the latter half of the 20th century, this technology continued to be
refined but was mostly restricted to reconnaissance missions. By the mid-1990s, General Atomics
developed the famed RQ-1 “Predator” drone prized for its small size, reconnaissance capabilities,
and later its ability to carry AGM-114 “Hellfire” missiles and other armaments.[ii] The use of
Predator and other modern drones in the Long War fulfilled the promise of conducting offensive
attacks against an enemy without any risk to those piloting these systems. But while tactical
objectives can now be easily achieved with drones, their ability to advance strategic objectives

and secure peace is still very much in question.

The technological advancements that has allowed for the use of drones, has largely sharpened the
existing ethical concerns of military conflicts. As the longer loiter times of drones have allowed
for more positive identification of targets, so has the demand to ensure targets are appropriately
identified. As drones have allowed for minimizing collateral damage, so has the demand for less
collateral damaged has increased. In this way, many of the legal and ethical concerns surrounding
drones are simply a re-examination of the classical ethical concerns of armed conflict heightened

by advanced technology.

Unfortunately, the development of the current generation of armed drones corresponded with a
series of terrorist attacks upon the United States. Seeking to engage in a “War On Terrorism,” the
traditional concepts of warfare and the limits of the battlefield were stretched. This presents a
significant challenge on how the use of drones might be restricted in the future to comply with the
“spirit” of the laws of war. This paper will explore some of the ways this technology advances

and challenges jus in bello and jus ad bellum.

Definition
In this paper, the term "drone™ will be used to reference unmanned vehicles. This can include
unmanned vehicles that at are air, land, sea, or space based with unmanned aerial vehicles (UAV)
being the most common. While many of their navigation systems and other functions may be fully
automated, drones require the ability to be remotely controlled. In this way, they are not "fire and
forget™ systems like cruise missiles. Human intervention can change the drone's mission and

control the weapon systems.
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Scope of this Paper

The ethical concerns surrounding logistical drone systems are highly similar to the ethical
concerns surrounding the use of these systems within the civilian community. For example, how
are these drones designed and programmed to prevent the loss of human life during their operation
(i.e. how are self-driving cars prevented from running over pedestrians). Removing the
requirement for an on-board human pilot within logistical systems could be argued as a vast moral
improvement as it would remove the human (or “mortal”) element at direct risk within the system.
Surely the world community could agree the removal of unnecessary human populations from the
battlefield to be a just and noble goal. The use of drones to replace the function of pack animals
and reduce the risk of non-battle injuries among overburdened soldiers again must be noted as an
admirable goal.[iii] While these systems would have some minimal ethical concerns surrounding
the issue of safety, they offer the avoidance of having to place military animals at risk for harm or

death and thus could be argued to have reduce the amount of ethical concerns on the battlefield.

While there are drones in use or development to provide military logistical support, this paper will
focus on drones with offensive weapon systems. These drones are noted for their long loiter time
(aiding in positive identification of intended targets) and offensive weapon systems controlled by
the human-operator(s). It is the offensive use of drones that present the most significant ethical
concerns. These concerns will be further discussed in detail within this paper. This paper will not
examine fully autonomous weapon systems as these systems present a host of additional ethical

concerns. Fortunately, functional autonomous systems have yet to appear on the battlefield.

Jus in Bello “Just Means”

Just war theory, like the very idea of ethics, is rooted in the concept of our common humanity. It
stems from the notion that even in the most extreme situation of warfare, there are certain
principles that ought to guide our conduct. Some date its origin to the Indian epic the
Mahabharata, which proposes a number of rules for the conduct of war. In the West, these

principles have their roots in Homer’s Illiad, as well as the philosophy of Plato and Aristotle.

In the Republic, 470a-b, Socrates proposes that Greeks should limit their ravages of the land for
the sake of future peace. While Aristotle’s concerns are more oriented to whether a war is
undertaken with just cause. Cicero treats both questions thematically in his Republic, written in

51BCE, but these principles became especially powerful and widely diffused after Christianity
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became the official religion of the Roman Empire in 380. No longer marginalized and persecuted,
Christians were suddenly wielding power and serving in the army, and this raised a new
problem: under what conditions is it appropriate for Christians to resort to violence when the
Bible says to turn the other cheek to those who smite you? The first formulations by Augustine
and his mentor, Ambrose, were an attempt to answer this question. Although their approach to it
is formulated in Cicero’s terms, the Christian context in which it is articulated occasionally
suggests that force might be used to coercively enforce Catholic orthodoxy, and this has caused
some to mistake Just War theory for an exclusively Christian enterprise. The theory’s roots in
Cicero’s stoic universalism, however, permitted the renaissance thinker, Hugo Grotius to purge it
of this Christian bias and, phrase it in a more inclusive way, enabling him to incorporate many of

its principles into international law.

Drones certainly have promise to improve jus in bellow or the just means of warfare. They offer
advantages in better identifying targets with longer lauder periods than onboard human-piloted
systems. Using more precise weaponry there is the promise of limiting the chance of harm to non-
combatants. Drones can be aided by large support staff including legal and command teams to
better decern if the use of force is appropriate. Unlike the traditional weapon platforms, the
authority to use weapons does not rest with the pilot or crew. With these types of advantages, it is
easy to see the appeal to invest in and utilize drones. In this section, this paper will examine the
promise of better target identification, limited collateral damage, and improved force discernment

to determine if they became a battlefield reality.

Target Identification. Drones offer superior target identification because they expand the systems
capability beyond the human limits in a human-piloted system. For example, a Predator B drone
system can stay aloft for over 40 hours of flight time.[iv] This is done using rotating teams of
remote human operators that are not under the stress of being inside the platform. A traditional
piloted reconnaissance plane would have a shorter total flight time even when utilizing two pilots.
These on-board pilots would of course be under additional stress caused by the aircraft and being
in a combat zone and thus have degraded performance. Transmitting live-feed data back to an
operations center, allows for teams of intelligence analysts to use advanced identification systems
to positively distinguish targets. This level of interface with intelligence data systems and support

simply could not be made possible within a human-piloted system.
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But while drones do offer great advantages in time and discernment of targets, like any technology,
they are not flawless. For example, in March 2011 a Royal Air Force drone engaged two trucks
carrying large amounts of explosives in the Helman province of Afghanistan. Four Afghan
civilians were kills and additional two were wounded in the attack as they were present in the
vehicles but were not visible to the observing Reaper aircraft.[v] While drones do offer superior
performance than manned weapons platform, there are still limitations to these systems. It would
be foolhardy to believe drones could remove all risk of unintended consequences from the

battlefield.

Collateral Damage. With exception of the thermobaric variation of the Hellfire missile (AGN-
114N),[vi] weapons utilized by drones generally have lower area effects than traditional
conventional weapons.[vii] However, it is important to note there is practically no difference in
terms of jus in bello from drones using Hellfire missiles to human-piloted systems utilizing the
same munitions. The advantage of drones is they are often only capable of being armed with
precision guided munitions and do not carry unguided bombs that human-piloted systems often

carry.

The desire for precise application of force led to the creation of the AGM-114R9X Hellfire
missile. First appearing on the battlefield in 2017, this variant of the Lockheed Martin’s Hellfire
missiles trades traditional explosives in favor of a kinetic warhead and multiple blades that deploy
seconds before impact.[viii] This variant drastically reduces the risk of collateral damage by
converting the Hellfire into more of a point-target verses area target weapon system. This missile

certainly advances the spirit of jus in bello in limiting violence on the battle to the intended target.

Force Discernment. The greatest promise that drones offer on the battlefield would be improved
force discernment. With advantages of longer loiter times and better target identification abilities,
there isn’t the rush to immediately engage a target in fear of losing the opportunity due to the
limits of human-piloted systems. The authority to use force is not invested in the pilot but a “kill
chain” of intel analysts, legal reviewers, and military and civilian leaders. With strict protocols on
use of force, this “kill chain” theoretically offers significant advantages over the use of a human-
crewed system. It is unlikely one would ever find a lawyer in a bomber crew, but one or more
military lawyers will be part of a drone’s kill chain to help determine the legality of a strike. If a

strike would be determined too risky at the moment, the strike can be delayed. The drone can
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continue to monitor the situation for any changes that might make a strike possible. The movie

“Eye in the Sky”’[ix] presents an accurate portrayal of the kill chain and its political nature.

The drone’s ability to observe the situation to confirm the absence of civilians or observe the target
until they have moved away from civilians, offers significant advantages in trying to minimize the
loss of civilian life on the battlefield. This can be further advanced when the drone system works
with other military forces in the area to observe the target, and if the drone engages, by doing so
with a guided missile with smaller area effects that weapons typically carried on jet
fighters.[x] But while drones and their related “kill chains” may offer the promise of reducing
civilian casualties, there are certainly examples of when this promise did not hold true. For
example, in June 2009, a Central Intelligence Agency (CIA) drone fired on a crowd at the funeral
of Baitullah Mehsud. The CIA was using Mehsud’s body as bait to attract Taliban leaders. The

death toll of the drone strike was 83 people with 45 said to be civilians with ten being children.[xi]

Jus ad Bellum “Just War”

Drones present far more challenges with the jus ad bellum. This is especially true post September
11, 2001, when the technology was fully matured, and the United States perceived itself under
significant threat of further terrorist attacks. Drone technology has highlighted the vague concepts
and lack of clear definitions for terms within jus ad bellum. For example, many drone strikes are
justified by targets presenting an “imminent” threat. In the wake of September 11th, the American
understanding of war expanded as the United States authorized the use of force against
“terrorism.” As a result, the use of armed drones extended past what would have previously
considered a war zone to target individuals in other sovereign nations. As a result, the use of this
technology has the possibility of triggering traditional conflicts thus expanding not reducing the
possibility of hostilities. The concept of who is included in combative status has also increased to
now include propagandists and recruiters. The existence of this technology seems to be
justification its use in lieu of other diplomatic solutions. There are also concerns about
governments using drones against their own citizens in violation of human rights. Finally, while
drones have a long history of tactical victory, there is little evidence that they are an effective
means of reaching strategic goals. Unfortunately, drones may be increasing the intensity of the

asymmetrical warfare they were designed to stop.
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examine a few key events that happened just into the 21st century. While there were advances in
drone technology throughout the 20th century, drones proved to have the most success in the field
of reconnaissance. Drones seem to be a natural solution to reduce the risk of sending maned
aircraft on reconnaissance missions. During the Viet Nam War, the U.S. Military utilized the Ryan
Model 147 Remote Piloted Vehicles to great success. In the late 1980s the U.S. Military had
acquired the RQ-2 Pioneer drone that served in the Persian Gulf, Somalia, Bosnia, Kosovo, and
Irag.[xii] Success with this type of reconnaissance drone lead the CIA and U.S. Air Force to
continue drone development with the now infamous General Atomics RQ-1 Predator drone in
1994. In 1993 there was a bombing at the World Trade Center and in October of 2000 the USS
Cole was attacked with both incidents linked to al-Qaeda. In 2000, the U.S. Air Force investigated
the possibility of arming the Predator drone with Hellfire missions originally designed for attack
helicopters. The first armed test was successfully conducted in February 2001 with the CIA
pushing for rapid development seeing an armed Predator as a powerful tool against al-Qaeda
operating in Afghanistan. As reported by Richard Whittle, “In 2001, the Predator became the first
weapon in history whose operators could use it to stalk and kill a single individual on the other

side of the planet much the way a sniper does, and with total invulnerability.”[Xiii]

On 11 September 2001, the United States suffered a massive terrorist attack with the destruction
of the World Trade Center. This single incident reframed the United States view of the risk of
terrorist organizations around the globe. On 18 September 2001, the US Congress passed the
Authorization of Use of Military Force (AUMF) that gave broad latitude to respond to al-Qaeda
and supporting terrorist organizations. This law was used to justify U.S. Military action in
Afghanistan, Philippines, Georgia, Yemen, Djibouti, Kenya, Ethiopia, Eritrea, Irag and
Somalia[xiv] with armed drone strikes occurring in many of these countries. On 4 February 2002,
the CIA conducted the first armed strike from a Predator drone in Afghanistan against a target
they believe was Osama Bin Laden.[xv] After arming the Predator drone, the US Air Force
changed the designation of the Predator from the RQ-1 to the MQ-1, replacing the “R” for

reconnaissance with the “M” denoting multi-role.

In the last two decade, a handful of countries have operated armed drones. While there is nothing

inherent about this technology that would make it more “unethical” than other weapon systems,
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how this technology has been used and how it has influenced the perception of war have certainly
heightened the ethical concerns surrounding warfare. As other countries gain this type of
technology, there is an increasing risk that drones may lead to an escalation of military conflicts

around the globe.

Problem with Poorly Defined Concepts. Jus ad bellum allows a country to act out of self-defense.
This principle would allow for pre-emptive attacks on foreign actors or nations if there was an
“immediate” threat. Unfortunately, what justifies an immediate threat verse non-immediate threats
are unclear. With U.S. drone strikes occurring in remote areas such as Yemen that are significantly
geographically separated from U.S. interests, one may be led to ask if an immediate threat was
present. This justification was recently used in the United States conducting a targeted killing of
Iranian Major General Qasem Soleimani, 2 January 2020. However, the intelligence used to
determine this imminent threat has not been released to the public causing international doubt of

the justification for this force.

Expansion of the Zones of Conflict and the State of War. Unlike traditional conflicts that have
fighting restricted to geographic locations, the rise of armed drones has extended the battlefields.
In theory, one country could use a drone to conduct a targeted killing against someone their
deemed as an “immediate threat” anywhere in the globe. This could include the use of military
force without the knowledge and pre-approval of the host nation to attempt to resolve the problem.
Likewise, this might include employing military force (armed drone) against another nation when
a state of war hasn’t been declared. This occurred with the targeted killing of Soleimani where the
U.S. acted against Iran within the boundaries of Iraq. While the U.S. had been conducting combat
missions in this country, it had been doing so against Islamic State in Irag and Syria (ISIS). This

rapid transition to attack a military leader of another country presents significant concerns.

The concept of combatants has increased with the expansion of the battlefield. Unlike previous
conflicts where those in supporting roles like recruiting and propaganda were largely protected
from harm, with the use of drones these individuals can be targeted and eliminated. In U.S.
Operations in Afghanistan, local drug lords were targeted for providing financing for the Taliban
while not taking an active role in the hostilities. This makes some use for drones essentially police
work. Drones have been used when it would be too dangerous for traditional police forces and

politically unacceptable for the use a police drones to kill in this manner.[xvi] Thus we see targeted
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killing run past the scope of the accepted laws of war.

Proportionality and the Counting of the Dead. The law of war demands proportionality in the
risk to civilians when engaging military targets. With the targets of drones often being single
individuals, it becomes difficult to determine what level of civilian casualties are truly acceptable.
The Obama administration skirted this issue by assuming that any man of military age surrounding
the intended target was also a combative unless intelligence had evidence otherwise.[xvii] But
these men were not the targets of the attack and the intelligence community had no knowledge of
what they had done or intended to do.[xviii]

Secret Kill Lists. The very existence of secret kill lists should be ethically concerning. If a nation’s
military leadership was identifying targets of military value, it might be said to be a relatively low
concern of political bias. However, politicians are often involved in the creation and approval of
these “kill or capture” lists, with capture seldom used. This political involvement blurs the lines
between drones being used for targeted killing and assassination. In the words of Casey-Maslen,
“Too often, targeted killings by states, whether using drones or other means, look rather like
crossing names off a Mafia hit list.”[xix] With governments wanting to protect their intelligence
sources, they are reluctant to release the information that could demonstrate the strike was truly a
justified targeted killing. This seems to be the case with the recent targeted killing of Major
General Soleimani. With the lack of transparency, the use of armed drones may increase the risk
of strategic failure due to the enemy’s use of information warfare and propaganda in the wake of

tactical victories.

Drives Asymmetric Warfare. While the tactical victories of drones are beyond question, there is
significant questions concerning their strategic value. The terrorist organizations that have their
leadership routinely killed by drones seem to have little problems finding replacements. With
counterattacks against drones providing little damage to military that is operating it, terrorist may
be far more likely to engage in suicide bombing and attacks against civilians due to its greater
strategic impact. In this way, drones may present such a “harden target” that it is driving enemy

forces to engage in exactly the types of terrorist attacks drones were intended to prevent.[xx]
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Conclusion

The world continues to see a growth in the use of armed drones. With multiple countries actively
seeking to acquire and improve existing military technology and commercial drones becoming
easier to weaponize, this will be a weapon system that continues to challenge our understanding
and enforcement of the laws of war. While drone technology certainly offers advantages to engage
in warfare in the spirit of jus in bello, the current application of drones and the changing concepts
of what is and isn’t warfare dramatically threatens the spirit of jus ad bellum.

Future generations will be challenged to restrict this technology to lawful use of on a restricted
battlefield and avoid the temptation to use this technology in a way that may increase the
likelihood of major conflicts. With how the “war on terrorism” was fought over the last two
decades, returning to state of greater hesitation to utilize military force over other diplomatic
solutions presents a significant challenge. Worldwide prohibition on this technology seems

unlikely.

In the end, drones did not significantly alter the concepts within the laws of war but only
heightened their importance. This technology doesn’t impact the fundamental goal of jus in bello
but only makes the goals of accurately targeting military forces and truly limiting the collateral
damage of warfare into a reality. Drones did not impact the spirit of the use of military force in
jus ad bellum but only heightened the challenge of dealing with enemies that are not clearly
defined as nation-state actors. We will be challenge as a society to return to traditional concepts
of warfare and restrict the use of this technology to the limited situations where other non-violent

methods cannot achieve the desired end goals.
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